
Republic o f the Philippines 
Department of Environment and Natural Resources 

Visayas Avenue, Dil iman, 1100 Quezon City 
Tel. Nos. 929-6626 to 29; 929-6633 to 35 

929-7041 to 43; 929-6252; 929-1669 
Website: http://www.denr.gov.ph E-mail: web@denrgov.ph 

JOINT FMB-BMB TECHNICAL BULLETIN 
No. 2016-01 

SUBJECT: ENHANCING FOREST PROTECTION THROUGH 
APPLICATION OF THE LAWIN FOREST AND 
BIODIVERSITY PROTECTION SYSTEM 

1. Rationale 

LAWIN is a forest and biodiversity protection system that integrates 
forest, biodiversity and threats monitoring, implementation of interventions 
to address threats and monitoring of the response of the forest ecosystem to 
these management interventions. The forest and biodiversity protection 
system uses open-source technology for biodiversity and threats monitoring 
through a smartphone app for electronic encoding of field data and an 
open-source software for geo-spatial analysis of collected data in forest 
ecosystems. The data analyzed generate the necessary information that 
could show the state of a forest ecosystem in terms of forest condition, 
threats and wildlife, which provide decision makers with a basis for 
identifying and implementing adequate responses for addressing threats. 
The system also monitors effectiveness of these responses and forest 
ecosystem improvement. 

LAWIN features: 
• Eliminate the manual process of encoding of field data that has 

hampered data analysis in the past; 
• Generate spatial based information by automatically tagging location 

in observations for analysis of forest condition, wildlife and threats; 
• Facilitate a process of science-based identification of hotspots and 

formulation of measurable conservation targets and desired future 
forest conditions; 

• Provide an electronic record of patrol effort in terms of distance 
covered and hours spent that provide concrete evidence of actual 
conduct of field patrols; 

• Facilitate a timely response to observed threats through 
environmental law enforcement and other management interventions 
by providing regularly collected information on observed threats and 
violations. 
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2. Scope and coverage 

The Technical Bulletin applies to activities related to protection of 
natural forests and other important forest areas within the program sites of 
the Biodiversity and Watershed Improved for Stronger Economy and 
Ecosystem Resilience (B+WISER) and other areas that are interested in 
implementing the approach. 

3. Tools that will be used in the forest and biodiversity protection system 

The LAWIN forest and biodiversity protection system applies two 
software for observation recording and data management. First is an open-
source software called CyberTracker (available for free download at 
www.cvbertracker.org), that downloads the design and data model to an 
android application used for the recording and geotagging of observation 
data on forest condition, wildlife and threats including geotagged photos. 

The second tool is an open-source (free) software called SMART (Spatial 
Monitoring and Reporting Tool) (available at: 
www.smartconservationsoftware.org) where observation data and their 
coordinates can be imported and analyzed to show spatial distribution of 
observations and observation trends such as frequency counts of a specific 
wildlife or threat per distance covered by the patrols. 

The software can be pre-loaded with base maps showing e.g. forest 
boundaries, forest cover, boundaries of a protected area, administrative 
boundaries, roads, rivers, elevation, settlements, location of high 
conservation values areas (HCVAs) if these have been determined, and 
location of threats if these have also been initially identified. Once 
observations have been recorded and downloaded into SMART, the software 
wil l also produce maps that will show the spatial distribution of the 
observations made during regular patrols in the forest areas. 

Base maps used in SMART are generated using geographic information 
system (GIS) software (e.g. ArcGIS, QGIS, Manifold). 

The CyberTracker and SMART software along with its operation manuals 
are downloadable at the FMB and BMB websites (forestry.denr.gov.ph or 
www.bmb.gov.ph/). 



Functional levels in the LAWIN Forest and Biodiversity Protection 
System 

The LAWIN Forest and Biodiversity Protection System requires five 
functional levels. These include 1) patrolling for observation recording in the 
forest areas on a regular, frequent and systematic basis; 2) organizing of 
patrols; 3) data management using the tools of the LAWIN forest and 
biodiversity protection system and frequent report generation on relevant 
data of forest condition, observed threats and wildlife 4) timely decision 
making based on reports generated and 5) adequate response mechanisms 
to address threats in a timely manner. 

These functional levels require the following roles, which shall be taken 
over by the respective offices (CENRO, PENRO) and other stakeholders on a 
per area basis: 

a) Patrollers can be Forest Rangers, PASu Personnel, and/or Hired 
Bantay Gubat that are properly deputized. Record observations using 
CyberTracker in systematic way following patrol routes in accordance 
with a patrol plan. Patrollers are organized into patrol teams of at least 
four people with the following skills: at least one of the team has species 
identification skills, at least one of the team has CyberTracker operation 
skills, at least one of the team has good knowledge of the locality and 
can serve as guide, at least one of the team is in charge for logistics 

b) Patrol Organizers can either be PASu, CENRO or PENRO. Prepare 
patrol plans and organizes and deploys patrol teams and also identifies 
priority illegal logging hotspots and highly conservation value areas. 

c) Data Manager can either be Forestry Information System (FIS) focal 
person or Enforcement Officer under direct jurisdiction of 
PASu/CENRO/PENRO. Manages observation records, creates reports of 
observation records and submits them on a regular basis, creates data 
models for SMART and CyberTracker, trouble-shoots the involved 
software 

d) Resource Manager can either be CENRO, PENRO or Regional 
Director. Has the mandate to manage the respective forest area. 
Implements responses in a timely manner based on data provided 
through the LAWIN system. Requests for reports from the data manager 
on a regular basis. 

e) Environmental Law Enforcers and Institutional Support: 
Environmental law enforcers can be the deputized patrollers or a 
dedicated group at the DENR or with the LGU who are involved in ELE. 
They also include the mainstream law enforcement groups such as the 



Philippine National Police and multi-sectoral groups such as the Mult i -
sectoral Forest Protection Committee, Municipal/City or Provincial Ant i -
Illegal Logging Task Forces. Specialized groups such as the Philippine 
Operations Group on Ivory and Illegal Wildlife Trade (POGI) may also be 
called upon to provide assistance. Local sites may also create their own 
ELE task forces. The ELE team or task force enacts environmental law 
enforcement and record the observations, evidences, etc. in the ELE-
related Responses section of the data model using the CyberTracker app. 

FMB and BMB shall form a LAWIN core group for providing assistance 
and coaching support to field offices. 

5. Procedure for setting up the LAWIN Forest and Biodiversity Protection 
System 

A Manual of Procedure for setting up the LAWIN Forest and Biodiversity 
Protection System for natural forests and other important forest areas is 
attached as Annex A. This Manual of Procedure describes 11 steps starting 
with the stakeholders clarifying and agreeing upon the different roles and 
responsibilities needed for the implementation of the LAWIN system. These 
stakeholders wil l form then the LAWIN team for a specific conservation 
area. As a first step, the LAWIN team formulates measurable conservation 
objectives and desired future forest conditions for identified forest 
areas/forest management units and includes the different components of 
setting up the system for permanent and frequent implementation. 

The steps outlined in the Manual of Procedure are summarized in the 
following table: 

Steps Responsible Entity Output 

1 Upon instruction of the RD, 
the PASu or PENRO organizes 
the LAWIN team covering the 
different functions (patrollers, 
data manager, resource 
manager, ELE responders) for 
a conservation area for 
protection. This includes the 
various stakeholders (DENR, 
LGUs, POs etc.) 

RD, PASu or PENRO Roles and responsibilities of 
the different stakeholders in 
the LAWIN setting identified 
and agreed upon for a 
specific focus area for 
protection. 



2 Identify conservation area 
using existing infoiination 
that indicated need for 
improved protection based on 
the area's current condition 
and conservation value 

Resource Manager 

3 Foiiiiulate measurable 
conservation objectives and 
desired future forest condition 
for the conservation area 
including the selection of key 
species and threats for 
monitoring 

Resource managers, 
data managers and 
relevant stakeholders 

Conservation objectives 
defined and list of key 
species and threats for 
monitoring for the specific 
focus area as input to data 
model developed 

4 Consolidate Step 1-3 into 
conservation area/FMU plan 

Resource Manager Drafted conservation 
area/FMU plan. 

5 Conduct coaching and 
training of resource managers, 
environmental law enforcers, 
patrollers and data managers 

Resource Manager 
Data managers 
Patrol Organizers 
Monitors / patrollers 
Environmental law 
enforcers 

Involved stakeholders able to 
implement the different 
aspects of LAWIN 

6 Design patrol sectors and 
routes within the conservation 
area 

Data Managers 
Patrol organizers 
Monitors / patrollers 

Patrol routes cover strategic 
places 

7 Conduct regular patrolling 
(collect data) 

Patrol organizers 
Monitors / patrollers 

Observation records 
available on a regular basis. 

8 Transfer and analyze data 
on observations in computers 

Patrol organizers 
Data Managers 

Reports showing the spatial 
distribution through maps 
and observation data and 
patrol efforts through 
matrixes available 
Report includes key 
recommendations to act on 
findings 

9 Present findings to 
resources managers for 
validation and action 

Data Managers 

Reports showing the spatial 
distribution through maps 
and observation data and 
patrol efforts through 
matrixes available 
Report includes key 
recommendations to act on 
findings 

10 Act on findings Resource Managers 
PAMB 
Law enforcers 

Threats are addressed in a 
timely manner 

11 Continue patrolling and 
assess effectiveness of actions 
and make adjustments to the 
design of the monitoring and 
patrolling system 

Resource Managers 
Data Managers 
Patrol Organizers 
Patrollers 

Trends on threats are 
decreasing 



6. Submission of LAWIN reports 

In areas where LAWIN will be implemented, reports generated through 
SMART that contain information on patrol effort (distance covered and 
hours spent) and spatial distribution maps of observed threats, forest 
condition and wildlife and a brief written report of what has been done to 
address these threats for a particular period shall be submitted by the data 
manager to the resource managers (CENRO, PENRO) cc'ed to the Regional 
Director on a monthly basis and additionally on a per-request basis. These 
reports wil l serve as the basis for the payment of patrollers in conservation 
areas. The Regional Directors should submit electronic and hardcopy 
versions of the LAWIN reports to the BMB and FMB Directors on a quarterly 
basis. 

Observation records from patrols shall be retrieved by the data manager 
the latest one day after the end of the patrol. The patrol organizer shall 
facilitate the physical delivery of devices to the data manager in places were 
remote data transfer is not possible. 

The reports shall be generated and submitted by the data manager to 
the resource manager at most one day after patrol data are received. Real 
time data should also be linked and uploaded to FMB, BMB and DENR 
Regional websites. 

For the information and guidance of all concerned. 

THERESA MUNDITA LIM 
Director 

Biodiversity Management Bureau Forest Management Bureau 
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